Utilisation de Meraki

Plateformes supportées :

e AppleiPad, iPod Touch, and iPhone (iOS 4 or higher)

e Android (2.2 or higher): Froyo, Gingerbread, Honeycomb, Ice Cream Sandwich, Jelly Bean
e MacO0SX(10.5,10.6,10.7,10.8)

e Windows 7 and later, Vista, XP (Service Pack 3 or higher), Server 2008

e Amazon Kindle Fire

Se connecter sur http://meraki.cisco.com/

Créer un compte ou utiliser votre compte préalablement créé.

afralne
CISco vieraxl

Create a new Meraki Dashboard account

Email
Full Name

@crdp.ac-versailles.fr

Password ..
Confirm password

Company

Address

Enter the words above:
Get another CAPTCHA
Help

Se connecter :

abale 0 iy
cisco |VIerakl

Dashboard Login

Email

@crdp.ac-versailles.fr

Password

Login [0 Stay logged in

| forgot my password Create an account


http://meraki.cisco.com/

Création d’un réseau pour y placer les clients.

CISCO |\f,| era l’| Network:  JouyleMoutier Ta
Owerview
) Select a network
I Monitor New in| - e A
Create a netwol
"~ Delete a network
— JouyLeMoutier

2 clients active in the last week.
Remote desktop

Questions? Check out the FAQ..
Software

Try the SM iOS app, now in betal
Command line

Donnez un nom (vous pouvez y entrer les numéros de série des appareils)

Create network
This is a Pro organization. To upgrade ta the Enterprise or Advanced Security editions use the Upgrade page.

Name:

Network type: @ Wireless
(@ Systems Manager

Configuration: @ Use default
@ Clone from network

Devices: Add devices from your organization’s inventory or add them using their serial/order number.

Enter one or more serialforder numbers (one per row). Where can | find these numbers?

Ajout d’un client (Enrollment)
On peut ajouter a la flotte des appareils 10S, Android ou Mac.
Pour I0S vous devez d’abord obtenir un « Apple Push Certificate » il est a créer a I'adresse :

https://identity.apple.com/pushcert/

.

[ ¢ Store Mac iPod iPhone iPad iTunes Support Q

Apple Push Certificates Portal corebansree i
Certificates for Third-Party Servers
Service Vendor Expiration Date* Status Actions

Mobile Device Management ~ Meraki Inc Ou 8, 2014 Active (]

“Revoking or allowing this certificate to expire will require existing devices to be re-enrolled with a new push certificate

La page d’explication est ici :

https://kb.meraki.com/knowledge base/renewing-an-apple-mdm-push-certificate

Overview = localisation de la flotte


https://identity.apple.com/pushcert/
https://kb.meraki.com/knowledge_base/renewing-an-apple-mdm-push-certificate

3 clients, 2 online
®  @gmail.com(  @gmail.com)
@ iPad de « TR (DMPRC S )

®  @gmail.com(  @gmail.com)

Localisation d’un client :

[l 9 LR e i

Clents s %~ @gmail.com
Client details | | & Refresh details | Edi details

Name: s @gmail com
Model WIKO-CINK SUM
Senal CDB = v
Wartanty. -
Tags wcantly-added
Charge
Owner Set an owner
0s
Varsion: Android 4.0.4
Security
Encryption. Blockevel capable
Passcode: Present

Settings: opto-date
upto-date
Enroliment date: 1820 Jan 12 2013
Storage

Dewce Storage: 720MB/ 166 MEEEEETY |
SDCad 22G8/20G6 INEEEENNNNETY |

Online status | » Checkin now
Last chock-n 1511 Oct 8 2013

Possibilité de modifier le mot de passe, de bloquer le mobile et de I'effacer. On peut aussi voir les
applications installées.

Mot ssculy Dovice securty
e Clearpasscode | Lock devie Selectve wipe Ersse deice
Bescon
Restrictions.

Mams being seforced. Confgurs restostions.

Profiles | | & Rebesh goffe st

Manpsq Setlings ee ves st

APPS | | O Raltush app st | | | zew.

Inatallsg

Discower date s Hame: Vendar Vession App size App data Managed? Stoaus, Aetions.
ot 0, 2013 ToamiVigwar [ wz mIme 18 okE Ho stalled

0ct 07, 2013 Shten Unknann 260000 Tame woxs e

Oct 07, 2013 Evencte Unknasn 54103 - - He Pstalled

0ct07, 2013 TED Unknamn 4] 33m8 40k8 o

Oct 07, 2013 Viidget Everote. Unknaan 10t 15m8 120K8 e batalles

Oct07, 2013 Vidget Evemats Unknasn 0 15m8 12068 Mo

Envoyer un message sur le terminal :



MDM commands

Maobile security Send notification
Send notification Message: | ponjgur Send
Beacon Custom intent:
Title

Action View URL  [+]
Data/URI Send

Wi-Fi  Bluetooth GPS Connex. Mode
données avion

Notification

bonjour

6 nouveaux messages

7 nouveaux messages

Le Monde.fr
Journal Electronique - mardi 8 octo...

Higgs and Englert win physics...
Peter Higgs and Frangois Englert wi... rg

@)

Envoyer une URL :

MDM commands

Maobile security Send notification
Send notification Message Send
Beacon Custom intent:
Title allez vers I'URL

Action Wigw URL [+]
Data/URL |14

Send



A g Chrome
[——
‘iﬁ Navigateur

Utiliser cette application par
défaut pour cette action

www.ac-versailles.fr/public/jcms/c_5012/accueil

Votre intranet :  [EENENN EEEi
4 o

=2

ac-versailles.fr

L'académie

Etablissements et formation

Localiser le terminal :

MDM commands

Mobile security Locate this device
Send notification Duration (seconds): 10 Sound alarm
Beacon

Mettre un document a la disposition :

Monitor New in Dashboard: Exchange ActiveSync is Live in Systems Manager! and 5 other features Read more
Mobile . .

Mobile Settings @
Bz Profile: | Managed Setings [=]
Profiles

Restrictions ~ Passcode WiFi VPN  ActiveSync @ WebClips  Credentials
Apps
Configure

Organization

Name document de travail
Help Name or de =
URL mis/BmudepfBjimitTkiAilleurs - He
File type Automaticaly detect [
Speciy a s type
Tags

Monitorer les applications

Backpack

Privacy

Geofencing @



cisco Mera k| Network: | [+] Tag: [An [+]

I Menitor Mew in Dashboard: Exchange ActiveSync is Live in Systems Manager! and 5 other feature
Overview .
P Software inventory
Remote desktop ol |“S'E"ﬁm"‘j
SIEEITY Application « Installs Versions OS5
A Note 1 1 Android
Command line ACV 1 1 Android
Acronis Cloud 1 1 Android
Mobile AdSenice 1 1 Android
Configure Adobe AR 1 1 Android
AirDroid 1 1 Android
SRRl Aldiko 1 1 Anciraid
Help Aldiko Premium 1 1 Android
Amazon Kindle 2 2 Andraoid
Amazon MP3 2 1 Android
AndFTP 1 1 Android
AndroZip File Manager 1 1 Android
Android Assistant 1 1 Android
AppMonster Free 1 1 Android
Installation d’une application :
Monitor New in Dashboard: Exchange ActiveSync is Live in Systems Manager! and 8 other features. Read more. X
I Hoblle App management
I Tag - || Delete ~ | Push ~ | sesch - 2apps +Add new -
Profiles
Settings # 0S Hame & Scope +
1 g Android W PhGENE all devices
Configure 2 i Android E’i}J The Guardian all davices
Security
Sl ©2013 Cisco Systems, Inc.  privacy Lastlogin: 16 days aqo from your current IP{ 1 wish this page would make a wish
Help ferms address.

Ajout en cliquant sur « +Add new »

Android (par I'ID)

“w TT b NI/ R Y YUUYICLUTT SLL S d s/ UCLd D U — el ae L EIRSIELL
Applications [ 1 ns Google 7 Free:) I LeMonde [H The Guardian 2 Rezonet Breban Netvibes

% Cette page est en | anglais ~ | Voulez-vous |a traduire ? [Traduirel
; GOOSIQ play Rechercher

- -
Applications .
The Guardian

Mes applications . Guardian News & Media Ltd - 24 sept:

MNe jamais traduire |

Actualités et magazines

Acheter
-

< e @ Cette application est compatible a

Choix del'équipe

. —7a)
- - *hkk o (2aa73)

Add an android app




Add an android app

com guardian

android apps

Title

The
Guardian

Al
cisco. Meraki

Monitor

Mobile

Deployment
Profiles

Settings
Configure
Organization

Help

alvaln
cisco

Meraki

Lok oy 10 | W' e 2

Vendor Description

Price
Guardian The Guardian Android app delivers all the |atest content from the Guardian to
News & . : Free
your phone or tablet. Read today's news. sport, comment and reviews. <br...
Media Ltd
Networc [ 5]

New in Dashboard: Exchange ActiveSync is Live in Systems Manager! and 5 ofher features. Read more.

Managed apps >

iy

The Guardian

Vendor Guardian News & Media Ltd

Platform: Android

Description: The Guardian Android app delivers all the latest content from the Guardian to your phans
<br /Join the conversation: view. recommend, sha. -
View in the Google Play Store

Scope:

Install on devices [ win ANY tag =]

[0 Remove with MDM

Remove this apg when the mansgement profile i remaved

Clients in scope

On save, 2 clients will be added.

Manage 2 clients

O # Serial Model

B 1 CDB10C2FFB26BD54 WIKO-CINK SLIM
0 2 R21BB40607B

GT-PT500

Network: | JouyLeMoutier [=]

Hame
chreban@al

chreban@u

Monitor New in Dashboard: Exchange ActiveSyrc is Live in Systems Manager! and 5 other feafures. Read mare

‘ Mobile
Managed apps >

Deployment

Profiles

Settings
T The Guardian for iPhone

. Vendor Guardian News & Media Ltd
Gopfloure Platform i0s
O Description Access the world's most thought provoking journalism from The Guardian, the UKs most popular digit
Award-winning Guardian video - Scores and al...
Help View in the iTunes web catalog
Scope:

Install on devices with ANY tag

with ANY tag
[7] Remove with [ containing at least ONE of the folowing tags
Remaus thi app wnen the mansgament proile s ramaved

[ Prevent backup

Do nat backup data genratad by this app when the devics is synced

Clients in scope

On save. 1 client will be added

Manage

a
s

1 client

# serial Model Name

1 DUPK21PVFIZW

Pad (4th Gen.) Pad de CHRISTIAN

I0S (par recherche dans I’AppStore)



Add an i0S app

guardian Lookup by [D = Where's the ID? Country:| France

1. f you know it, use the bundle ID for the app (e.g. 'com.meraki.pcc).

ra

_ If you don't know the bundle D, find the app's iTunes page.
Try Googling "site:itunes. apple.com guardian” or look on the app store website to find this page.

. Locate the app ID in the page URL. For example, the number below is the app ID for Meraki Systems Manager:

w

hitps://itunes.apple.com/us/app/pages/id472572194?mt=8
. Enter the app or bundle ID into the search box above, and click ‘Lookup by 1D

=

iPad apps iPhone apps

Title Vendor Version Category Description  Price
@ The Guardian Guardian News & Media Ltd 294 News - Free
r6 The Guardian NewspaperDirect Inc 30 News e Free
n Guardian Cross SQUARE ENIX Co., Ltd. 220 Games - Free

Puis choisir les appareils récepteurs

m

Add

Add

Add

christian.breban@crdp.ac-versailles.fr | 3 new features | my profile | sign out

- JouyLe Movti -
Metwark:  JouyleMoutier £ | Search dashboard

MNew in Dashboard: Exchange ActiveSync is Live in Systems Manager! and 8 other feafures. Read more.

Managed apps = + Add new
The Guardian

Vendor: Guardian News & Media Ltd

Platform: i0sS

Description: “The Guardian's new app is an impressive improvement over its already-excellent predecessor”
- Wired.co.uk The Guardian app delivers all of our latest content to your iPhone or iPod Touch.
Read today's news, sport, comment and reviews, even when you don't have a connection.
Enjoy our award-winning...
View in the iTunes web catalog

Scope: Install on devices with ANY tag -

[C1 Remove with MDM

Remove this spp when the mansgement profile is remaved

[T] Prevent backup

Do not badkup data genesated by this app when the device is synced

Clients in scope

On save, 1 client will be added.

Manage Search... 1 client
[ # serial Model Name Status & Tags
1 DMPK21PVF1BW iPad (4th Gan.) iPad de CHRISTIAN Will be added on save recently-added

Gestion des applications (Effacement, placement)

Monitor New in Dashboard: Exchange ActiveSync is Live in Systems Manager! and 8 other features. Read more.
I Mobile
App management
Deployment
Tag - |Delete - Push Search 2apps
Profiles
Settings O #os Hame & Scope
1 sy Android PhiGENie all devices
Configure [ 2 g Androia The Guardian ait gevices
Security
Organization
o Systems, Inc.  privac Lastlogin: 16 our current 1P| 1 wish
Help

Réglages fins :

+ Add new

+

Il est possible de régler finement certains parameétres (dont une limite de

géolocalisation !)



I @crdp.acversailles.fr | 9 new features | my profile | sign out
aliafn

\Verak -
cisco Meraki  wetwore =5 1 [Samven s
Menitor New in Dashboard: Ext s Read more.
I Mobile . )
Mobile Settings ©
Ry ent Profle: | Managed Sefings v
Profiles
Restrictions =~ Passcode ~WiFi VPN  ActiveSync® WebClips Credentials  Backpack
Apps Privacy ~ Geofencing &
Configure
Enable device restrictions O B
Security Gheak o show sdditional restictons o entorce

Organization

Help
Save Changes  or cancel

(Plesse allow 1-2 minutes for changes to tske effect )

Documentation :

https://docs.meraki.com/display/SM/Systems+Manager+MDM?from=aQCS



https://docs.meraki.com/display/SM/Systems+Manager+MDM?from=aQCS

